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MANAGED SECURITY SERVICE PROVIDER (MSSP)

Is @ comprehensive outsourcing solution for
ensuring security for businesses. It includes
monitoring, detection, prevention, response to
cybersecurity threats, as well as assessment,
penetration testing application systems, red
teaming, developing security policies, cyberse-
curity strategies, risk management, and com-
pliance management.

When using the MSSP solution, customers are
served by all of VINnCSS's existing cybersecurity
services and more.
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CYBER SECURITY MANAGEMENT AND COMPLIANCE
MANAGEMENT

The MSSP solution encompasses network security man-

NETWORK DEFENSE

The MSSP solution includes all of VinCSS's network
defense and cybersecurity operations services.

agement and compliance services by VIinCSS.

CYBERSECURITY ASSESSMENT

The MSSP solution covers all types of cybersecurity

CYBERSECURITY AWARENESS TRAINING

The MSSP solution includes advanced cybersecurity

assessments by VIiNnCSS, such as Penetration Testing, awareness training services by VinCSS.

Cybersecurity Assessment, Red Teaming.

S.0.C (SECURITY OPERATIONS CENTER) AND SEC N.O.C
(SECURITY NETWORK OPERATIONS CENTER) SERVICES

INCIDENT RESPONSE AND INVESTIGATION

The MSSP solution includes incident response

service. The MSSP solution also covers S.O.C and Sec

N.O.C services for cybersecurity.

MALWARE ANALYSIS

The MSSP solution comes with in-depth malware

analysis services provided by VIiNnCSS experts (MAaaS
- Malware Analysis as a Service).
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PROCESS
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FROM DEMAND SURVEY

VIinCSS conducts a from demand Survey
to understand and clarify the customer's

requirements.

GATHERING NECESSARY INFORMATION
AND FORMULATING AN ACTION PLAN

VinCSS conducts research on the customer, the
IT environment, and the business context,
allowing them to create detailed action plans
tailored to each customer. They align with the
customer on the action plan, KPls, and relevant

information.

SERVICE IMPLEMENTATION

VIinCSS implements the services within the
MSSP solution.
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REGULAR REPORTING

The services generate periodic reports based
on the agreed-upon frequency. Additionally,
VIiNnCSS conducts periodic summary reports
on the solution or extracts specific informa-
tion as requested.
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Business and organizations are comprehensively
protected by a complete ecosystem of security
services without the need to build an in-house
team of cybersecurity experts. VinCSS plays the
role of the Cyber security Department within the
customer's enterprise, carrying out nearly all cy-
bersecurity activities for the customer, allowing
them to focus on their core business activities in a

secure IT environment.
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BENEFITS

MINIMIZE RESOURCE
INVESTMENT, COST SAVINGS

VIinCSS's MSSP solution allows business
organizations to implement and
ensure security without the need to
build an in-house team of engineers
and cybersecurity experts. Through the
MSSP solution, businesses can have an
outsourced security department with
the scale of a large enterprise, which
can be challenging to achieve through
IN-house development. The MSSP ser-
vice also includes SOC services, elimi-
nating the need for businesses to build
and operate a SOC in-house.
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COMPREHENSIVE SECURITY

ASSURANCE

By using the MSSP solution, business
organizations are comprehensively pro-
tected by an advanced security ecosys-
tem, implemented by industry-leading
experts. The cybersecurity services
within the MSSP solution will continu-
ously mature over time without being
limited by the organization's scale

COMPLIANCE
WITH REGULATIONS

The MSSP service helps organizations
easily comply with common cyberse-
curity regulations, standards, and
norms such as ISO, SOC2, GDPR.
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STRENGTHS

EXPERIENCED TEAM

VIiNnCSS has a team of experts and engineers with exten-
sive experience and prestigious security certifications in
the field, such as SANS, Offensive Security, ICS2, EC
Council. VInCSS's team undergoes continuous training
in various environments within a leading multi-industry
conglomerate in Vietnam, spanning industries such as
Automotive, Healthcare, Retail, Real Estate, Mobile
device manufacturing, Technology, and Education.

ADVANCED TECHNOLOGY

VINCSS possesses several self-developed cutting-edge
systems and technology platforms. Notable examples
include the robust FIDO authentication ecosystem, FDO
products, and VIinSOC® - a system that employs Big
Data platforms and various processing engines. VinCSS
utilizes AlI/ML to enrich data with advanced algorithms
and models, enabling centralized capabilities and auto-
mation.

EXTENSIVE CYBERSECURITY
KNOWLEDGE DATA

With a diverse customer base across various sectors,
including high-tech industries like Automotive, VinCSS
Is exposed to and deals with a wide range of the latest
cybersecurity threats on a daily basis. This exposure
allows VINCSS to build a comprehensive cybersecurity
knowledge data repository, providing strong support
for its cybersecurity services.

COMPREHENSIVE ECOSYSTEM

VIinCSS offers a diverse range of services and products,
spanning from traditional cybersecurity services to cy-
bersecurity services for smart vehicles and strong au-
thentication products. This diverse ecosystem enables
VIinCSS to leverage resources, knowledge, and tech-
nology across services and products to deliver the best
results to its customers.
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THANK
YOU!

VINCSS INTERNET SECURITY SERVICES JSC
« 20Ath Floor, Vincom Center Dong Khoi 45A Ly Tu Trong Street, Ben Nghe Ward, Dist. 1, HCMC, Vietnam.

« Email: sales@vincss.net  « Website: www.vincss.net




