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VINCSS FIDO2® Authenticator

VinCSS FIDO2® Touch VinCSS FIDO2® Fingerprint VinCSS FIDO2 Application



VinCSS has successfully 
researched and developed 
the VinCSS FIDO2®

Server Enterprise platform 
to ensure safety, using 
FIDO2 protocols to provide 
strong authentication 
capabilities.

VinCSS FIDO2® Server Enterprise

The application can integrate 
passwordless authentication with 
the VinCSS FIDO2® Server 
Enterprise platform through the 
most popular authentication 
integration standards today 
including OAuth2, OpenID Connect 
and SAML2.

The system provides a centralized 
console for authentication key 
management.



Benefits of FIDO2®

• NIST
• FIPS
• GDPR
• ...

Meet international
standards

Throughly address the security 
weaknesses of password authentication: 
Phishing, Keylogger, Password sniffing

Enhance security

• Easy login
• No need to remember the 

password.

Increase user 
experience



FIDO2® – Web Authentication (WebAuthn)

WebAuthn/FIDO2® Protocol



FIDO2® for Enterprise

ENTEPRISE FINANCIAL SERVICES
& PAYMENTS

TELECOM
& MOBILE

GOVERNMENT HEALTH CARE
& INSURANCE



Benefits of VinCSS FIDO2® Server Enterprise

Customization as per the needs of each customer

Access multiple apps with a single login (SSO)

Absolutely secure FIDO2 passwordless authentication

Supervise activities log and anomaly login detection 
warning

Supports multiple methods of sending alerts (Email, 
IM...)



FIDO2® for Enterprise



FIDO2® for Enterprise



VinCSS FIDO2® Server Enterprise – Deployment architecture

Integrated applications

User Server Server

User



VinCSS FIDO2® Server Enterprise – System architecture



VinCSS FIDO2® Server Enterprise – System Functions



VinCSS FIDO2® Server Enterprise – Authentication Integrated Protocols



OAUTH2

VinCSS FIDO2® Server Enterprise – Authentication Integrated Protocols

OpenID Connect SAML2



VinCSS FIDO2® Server Enterprise – Features for Enterprise



FIDO2® for Mobile Apps



Mobile Apps - Regular login



Mobile Apps – Register for FIDO® key

1 2 3 4 5



Mobile Apps – Demo register for FIDO® key

Register FIDO2 softkey Register FIDO2 Fingerprint key



Mobile Apps – Trade on FIDO2® (2FA)

1 2 3 4



Mobile Apps – Log into FIDO2®

1 2



Mobile Apps – Trade on FIDO2®

1 2 3



Mobile Apps – Demo trade on FIDO2®

Trade by FIDO2® softkey Trade by FIDO2® Fingerprint key



Mobile Apps – The application has integrated FIDO2®



FIDO2® SDK for Mobile Apps

• Keys/encryption keys pairs will be 
stored through the Android 
KeyStore/iOS enclave.

• Other data (username, counter, 
alias..) is stored encrypted in 
SecureStorage.

• The FIDO2 client module 
communicates with the Built-in 
engine or with an external physical 
key via USB/NFC/BLE

Android/iOS

Current 
App v

Android 
KeyStore/iOS 

enclave

HSM/TPM

Builtin Engine
FIDO2 
client

Secure Storage

VinCSS FIDO2 SDK



FIDO2® for Mobile Apps - Integrated model



FIDO2® for Mobile Apps - Integrated model



FIDO2® for Mobile Apps - Integrated model
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VINCSS INTERNET SECURITY SERVICES JSC

Head quarter:

20Ath Floor, Vincom Center Dong Khoi
45A Ly Tu Trong Street, Ben Nghe Ward, 

Dist. 1, HCMC, Vietnam

Hanoi office:

Villa No1 Sunrise E - The Manor Central 
Park urban area, Nguyen Xien street, 

Dai Kim ward, Hoang Mai district, Hanoi

www.vincss.net

sales@vincss.net

http://www.vincss.net/



