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Cyber Security Services

VinCSS FIDO2® Ecosystem
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FIDO2® AUTHENTICATOR
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SPECIALIZED PRODUCTS
o : ® FIDO2® SERVER ENTERPRISE

+ All passwordless

* SAML, OAuth2 or OpenID
+ Security monitoring

+ Single sign-on

©
FIDO2® TRANSFORMATION o o
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VinCSS FIDO2 Application



nCSS VinCSS FIDO2® Server Enterprise

VIinCSS has successfully The system provides a centralized

researched and developed console for authentication key
the VinCSS FIDO2® | ' . management.

Server Enterprise platform
to ensure safety, using
FIDO2 protocols to provide
strong authentication
capabilities.

The application can integrate

passwordless authentication with

the VinCSS FIDO2® Server

Enterprise platform through the s Jhnbd
most popular authentication

integration standards today

including OAuth2, OpenlD Connect

and SAML2.
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Benefits of FIDO2® \\
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ﬁ Enhance security

Throughly address the security

weaknesses of password authentication: Increase user
Phishing, Keylogger, Password sniffing .
experience

« Easy login
* No need to remember the ( Meet international
password. \ standards
—- N\ NIST
/——:\ \ * FIPS
=~ \ - GDPR




ns=s WebAuthn/FIDO2® Protocol

FIDO2® — Web Authentication (WebAuthn)

Sign-in Request
>
& Register Request A ( ) Ask To Sign Crafted Data
Ask For Public Key Sign Data With Private Key
& Create New Keypair & Send Signature
- 5 >

Verify Signature With Public Key
Send Public Key By
CU—
L3
% ? Registration Complete % % Sign-in Complete

Register Flow Login Flow
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FIDO2® for Enterprise
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Benefits of VinCSS FIDO2® Server Enterprise

Customization as per the needs of each customer

Access multiple apps with a single login (SSO)

Absolutely secure FIDO2 passwordless authentication

Supervise activities log and anomaly login detection
warning

Supports multiple methods of sending alerts (Email,
IM...)




FIDO2® for Enterprise




FIDO2® for Enterprise
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Khodmém  VinCSS FIDO2® VinCSS FIDO2®
trén dién thoai  Fingerprint Touch 1
i0S/Android
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Server
VinCSS FIDO2°®

Server Enterprise

Server
LDAP/AD/CSDL

User




VinCSS FIDO2® Server Enterprise — System architecture
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3[in; =i= VinCSS FIDO2® Server Enterprise — System Functions

ADMIN PORTAL VARIETY INTEGRATION
PROTOCOL

- User management

- User session management - OAuth2
- FIDO2 key management - OpenID
- License management - SAML2
- Domain management

LOGIN PORTAL e USER PORTAL
CSS

- Passwordless login using FID02 FIDO2 - Activities tracking
- Support QR code (Login with SERVER - Seession tracking

VINCSS FIDO2 app on smartphone - List keys of user
- Support single sign-on ENTERPRISE - Request key

ADD-ON/PLUGIN ANOMALY DETECTION

( Detect when login to application )

- Different IP

- Different browser

- Different key name
- Different action type
- Different time

- Integrated with RADIUS

- Mail encryption with FIDO2

- Login Windows 10 with 2FA

- Document sign with FIDO2 key




Jin — = = VinCSS FIDO2® Server Enterprise — Authentication Integrated Protocols

- Authorize Endpoint: /eauth2/authorize

OA ut h 2 - Token Endpoint; /oauth2/token

- User info Endpoint: /oauth2/profile

- Authorize Endpoint: /eauth2/authorize

I NTEG RATI 0 N - Token Endpoint; foauth2/token

- User info Endpoint: foauth2/profile

PROTOCO L - jwk uri: /v2.0/oidc/cets

- Scope: openid email profile

- Enity ID: http://[sso-url]

SAM L2 - Single Sign-on URL: /sarnl/login

- SAML Metadata: /saml/metadata
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C VinCSS FIDO2® Server Enterprise — Authentication Integrated Protocols

Security Services

k=

OAUTH2 OpenlID Connect SAML2

Register App Register App

CANCEL REGISTER REGISTER




inL == VinCSS FIDO2® Server Enterprise — Features for Enterprise

Cyber Security Services

This app requires approval (CIl sign Document

Do you want to request for approval?

Supported files: PDF, DOCX, XLSX, PPTX

Choose File | Product process-signed-by-VinCSS-FIDO2.pptx

Verify Success!
Signed by: t
Signed date: 2021-11-26 9:15:19

Requests:  JB PENDING @ APPROVED © DECLINED/CANCELED/INVALIL
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FIDO2® for Mobile Apps




%: Mobile Apps - Regular login
&P

10:16 wil LTE - 10:15 ol LTE = ol LTE = (

< Xac nhan giao dich Xac thuc giao dich

Ma xac thuc giao dich bang Soft OTP cua Quy khach dudc

Nhap ma PIN hién thj dudi day. Vui long an xac nhan dé tiép tuc giao dich

Quy khéch vui ldng nhdp ma PIN dé xac nhén giao dich

XAC NHAN THONG TIN

Tinh nang thanh toan sé bi ki é uy khach nhip saima PIN 5
lan i

100.000
Mién phi

B e b e ChUYEN 16N
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Mobile Apps — Register for FIDO® key

nmss @ & LUl o]

Hello! 'y
Hoang Anh Tuan

100.000.000 VND ‘-',
1234,5678.1234.6789 F

Vitien  Games V'] Shop  Hoa don
Chuyén Fido
tién

52 0 & LUl o)

Tich hop FIDO2

Dang nhap khong can mat khdu, bdo mat
thong tin tai khoan, dé dang sur dung

Tich hop

0

Xac thuc mat khau

Vui long nhap mat khdu dé tiép tuc thao
tdc cla ban

Password

153 @ & Ll i)
€ Xac thuc OTP

Vui long nhap

oTP

AREnNN

153 @ & oean

Access sso.rnd.local

Authenticate account 09123456789 by your
fingerprint

Touch your fingerprint sensor to confirm your
account

Cancel




Mobile Apps — Demo register for FIDO® key
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Register FIDO2 Fingerprint key



— Mobile Apps — Trade on FIDO2® (2FA)

N e = =

Cyber Security Services
12200 @ & LUl alo) 1200 @ & LUl Falo] 122200 @ & LUl PR 1201 @ & LUl R0
1 2
He]lo. . 8 < Transfer &« Xac thuc PIN
Hoang Anh Tuan y
From Vui long nhap
Nguyen Van A P'N
4 ;
100.000.000 VND VND 2000000
1234.5678.1234.6789 1
To
Nguyen Van B
g ®s e B8
Amount
Vitien  Games Vvé Shop  Hdadon
100,000| VND
Access sso.rnd.local
CI:i%):‘én Fido Authenticate account by your fingerprint
Touch your fingerprint sensor to confirm your
account
_——
N\
Q@
Touch the fingerprint sensor
TIEP TUC
Cancel




Mobile Apps — Log into FIDOZ®

N"JJ




in. = =

Mobile Apps — Trade on FIDO2®
D =S s,
(@M

1200 @ &

1200 @ &
Hello!

Hoang Anh Tuan

0D PAR 1201 @ & 0D VAR
< Transfer

From

100.000.000 VND

1234.5678.1234.6789

Nguyen Van A
19031111111711
VND 2,000,000

Amount
Vitien  Games Vvé Shop

Héa don
100,000

Yy ¥

Chuyén Fido

Access sso.rnd.local

Authenticate account by your fingerprint

Touch your fingerprint sensor to confirm your
account

P

(Q

Touch the fingerprint sensor

TIEP TUC

Cancel

(@)



Mobile Apps — Demo trade on FIDO2®
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Mobile Apps — The application has integrated FIDO2®
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FIDO2® SDK for Mobile Apps

Keys/encryption keys pairs will be
stored through the Android
KeyStore/iOS enclave.

Other data (username, counter,
alias..) is stored encrypted in
SecureStorage.

The FIDO2 client module
communicates with the Built-in
engine or with an external physical
key via USB/NFC/BLE

Android/iOS

Current
App

VinCSS FIDO2 SDK

FIDO2
client

Builtin Engine

Secure Storage

Android
KeyStore/iOS
enclave




FIDO2® for Mobile Apps - Integrated model

Payment App Built in engine/Physical key Payment Server FIDO2 Server

Register FIDO2

Legacy Login with password

Register FIDO2

Verfiy OTP
—rForward register request—»|

———create credentials

Verify pincode/fingerprint

«- - Response with credentials - - -

Forward credentials

Forward credentials—>»




FIDO2® for Mobile Apps - Integrated model

Payment App Built in engine/Physical key Payment Server FIDO2 Server

Login FIDO2

Login
get login options———»

—Forward request options

Verify pincode/fingerprint

<« - - - Response with authdata----

Forward authdata

Forward authdata————Y

Check valid




FIDO2® for Mobile Apps - Integrated model

Payment App Built in engine/Physical key Payment Server

Transfer

Request transfer—;

1 '
Unlock transfer by local PinCode !

GetAssertion Request |
Verify pincode/fingerprint
«- - -Response with Authdata----

Forward Authdata

FIDO2 Server

Normal Routine

———get transfer option——»

|
Generate challenge based on transfer info

Forward authdata——»/

= _
transfer routine

1
Check valid

Y



i SE Ecosystem VinCSS FIDO2®

VINCSS INTERNET SECURITY SERVICES JSC

Head quarter:

20At Floor, Vincom Center Dong Khoi
45A Ly Tu Trong Street, Ben Nghe Ward,
Dist. 1, HCMC, Vietnam

Hanoi office:

Villa No1l Sunrise E - The Manor Central
Park urban area, Nguyen Xien street,
Dai Kim ward, Hoang Mai district, Hanoi

www.vincss.net
9 sales@vincss.net
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http://www.vincss.net/




