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GIGI THIEU VINCSS ¥
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~ o - VinCSS Ia mot thanh vién thudc Tap doan Vlngroup hoat
CONG TY CO PHAN DICH VU dong chinh trong linh vuc nghlen cuu - phat trién - san

AN NINH MANG VINCSS xuat cung cap cac san pham, dich vu an ninh mang va
xac thuc manh khéng mat khau.

VINCSS CUNG CAP SAN PHAM, DICH VU TRONG 4 MANG:

Gidi phap quan ly
dinh danh va truy cap

Dich vu an ninh mang
cho hé thdng cong nghé théng tin

Dich vu an ninh bdo méat loT
trong chudi cung Ung va hau can

Giai phap dam bao an ninh
bao mat 6 t6 thong minh

Gidi thieu VinCSS | 05



KHACH HANG CUA CHUNG TOI
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TAM NHIN & SU MENH
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TAM NHIN SUMENH

Trd thanh t6 hop cung cép cac san Nghién cuu, phat trién va lam chi céng nghé dé cung
pham, dich vu an ninh céng nghé cao cép nhiing gidi phap dinh danh va xac thuc manh ti uu
hang dau Viét Nam va chau A. cho thi trusng.

Tién phong nghién cuu, phat trién cac giai phap an ninh
mang chét lugng cao giup bao vé cudc sdng mét cach
thiét thuc va toan dién.

Tam nhin va st ménh | 07



GIA TRI COT LOI ) ===

TIEU CHUAN QUOC TE LIEN TUC DOI M3I, SANG TAO

San pham va dich vu dat tiéu chuan @ VinCSS ludn chu trong day manh cac hoat
quéc té, dugc cac td churc uy tin déng nghién cliu phat trién, thir nghiém cac
toan cau céng nhan. c6ng nghé mdi dé tién phong dan dau.

. . o
LGIiCH THIET THYC @ NHAN LYC o
CHO KHACH HANG DPANG CAP QUOC TE

VinCSS luén lay Igi ich ctia khach hang lam DBéi ngli nhan sy co trinh dé chuyén mon cao,
kim chi nam cho moi hoat dong. dugc chiing nhan quoc té va tuan tha luat
phap. Méi trudng binh dang, tén trong su khac

S?éntm%ﬁf!:S-Vgig:gﬁﬂcer; kiggcrig% den biét, noi méi ca nhan déu dugc khéng dinh ban
glatr Y 9 9 than va phat trién su nghiép.
o o

08 | Gia trj cot 16



THE MANH ¥,
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CHAT LUONG VUGT TROI
San pham - Dich vu co chat lugng vuct bac, ddm bao
hiéu qua va tuy bién theo nhu céu tung té churc.

TIEU CHUAN QUOC TE
San phé&m - Dich vu co6 chat lugng mang tam quéc té,
dugc cac td chuic uy tin trén thé gisi cong nhan.

CHI PHi TOI UU
Hoan toan lam chl céng nghé véi gia thanh canh
tranh, trién khai hiéu qua trong thai gian ngan.

LGl iCH TU DOI MGI SANG TAO
San pham - Dich vu ctia VinCSS khéng ngliing dudc
phat trién dé nang cap Igi ich cho khach hang.

Thé manh | 09



BAN LANH PAO

VINCSS
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ONSB
PO NGOC DUY TRAC

TONG GIAM POC

«  Thac sy Khoa hoc May tinh.

Chuyén gia dau nganh véi hon 20 nam kinh nghiém
trong linh vyc an toan théng tin.

+  Phu trach nhiéu vi tri quan trong, diéu phéi ing cuu
khan cap quéc gia, truc tiép té chirc céng tac bao
vé cac hé thdng théng tin trong yéu tai Viét Nam.

Ban lanh dao VinCSS | 11



ONG NGUYEN PHI KHA

PHO TONG GIAM BOC CONG NGHE

Han 19 nam kinh nghiém hoat déng chuyén sau trong nganh cong
nghé thong tin.

«  Dién gia quen thudc tai nhiéu dién dan, Hoi nghi vé An ninh théng
tin trong nudc va quoc té; truc ti€p Uing pho xU ly nhiéu su cd an
ninh mang quéc gia.

«  Gianh hang loat giai thudng quan trong tai cac cudc thi kién thirc
chuyén sau vé an toan théng tin quéc té (HITB Malaysia, ISEC CTF
Korea, WhiteHat Grand Prix...)

ONG KIEU MINH THANG

GIAM POC DICH VU

Han 15 nam nghién cuu va lam viéc trong linh vuc cong
nghé thong tin.

«  Phutrach Phong Nghiép vy, VNCERT, thuc hién cdnh bao
an ninh thong tin, Ung clru an ninh mang tai Viét Nam.

12| Ban lanh dao VinCSS
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VINGSS - PENTEST" VINCSS - DEFENSE
& RESPONSE®
VINCSS - THREAT \_ _/vmcss - CYBER
HUNTING SECURITY TRAINING®

DICH VU /
VINCSS - THREAT \ AN NINH MANG VINCSS - MANAGED)

INTELLIGENCE® SECURITY SERVICE

A 4 PROVIDER (MSSP)
VINCSS FIDO2® A/>\_/

vmcss - CYBER
ECOSYSTEM

SECURITY MONITORING®

14 | San pham & Dich vu



VINSOC®
GIAM SAT AN NINH MANG

Q

\
INVESTIGATE

& RESPONSE
EDR, IPS, WAF

.E
SCALABILITY
Integration API

“ ¢

TECHNOLOGY

AI/ML, Big-Data..

Sl 3o

THREAT
SCADA/IOT INTELLIGENCE
Analyze Scada/loT OSINT, CERTS...
®
VINSOC AUTOMATION

\V Automatsd
respon
W
28
¢

CONTINUOS CONTINUOS
MONITORING CONTROL
Operate analyze 24/7 Compliance check

VinSOC® 1& mét sdn phdm SOC [T/
SCADA/IOT thé hé mdi (Next-Gen SOC)
clia VinCSS, hoat déng rat hiéu qua va
lam gidm dang ké thdi gian phan Ung
trudc cac méi nguy culia t8 chirc bang
cach tich hgp nang luc tu déng hoa quy
trinh nghiép vu va kha nang diéu tra tu
déng trén nén céng nghé tri tué nhan
tao (Artificial Intelligence), may hoc
(Machine Learning) va Big-Data.

VinSOC® két néi va thu thap toan bd cac
nguén di liéu thdng qua cac phuong
thirc nhu: thiét 1ap agent, s dung
log forwarder, dat cac diém thu thap
thong tin thu dong (SPAN/TAP/Network
broker,...) va dung cac connector/API
dac thu cho cac dang di liéu phi chuén.

in

G

£in
T

=
¥

VinSOC® sir dung nén tang
Big-Data va nhiéu Engine xtr ly
khac nhau ap dung Al/ML vdi
cac thuat toan va moé hinh tién
tién dé co nang luc tap trung
hoa va ty dong hoa. VinSOC®
cung cap lién tuc va toan dién
vé hién trang an ninh mang
gilp t6 chiuc Ung phé nhanh
v3i cac su cb. Day la mot thanh
t6 quan trong cla Kién truc an
ninh mang hién dai (Adaptive
Security Architecture).

+  GIAM SAT CHUDONG, LIEN TUC, TUDONG VA TOAN DIEN

+  PHAN TiCH, DUA RA CANH BAO SGM VA PHAN UNG NHANH

TRUGC CAC MOI BE DOA

San pham & Dich vu | 15



VINCSS - MSSP ¥
MANAGED SECURITY SERVICE PROVIDER °

fin
iln

Managed Security Service (MSS) la dich
vu cho thué ngoai (outsource) cac hoat DICH VU 24/7 QUAN LY/GIAM
déng giam sat va quan ly an ninh mang SAT/PHAN UNG CAC MOI NGUY
téng thé cho mét té churc, bao gom céac
khau gidm sat, phat hién, bdo vé ngan
ngua va phan Uing an ninh mang.

MSSP la tén goi danh cho cac nha cung L@
cap dich vu MSS.

Security Operation Center (SOC) Ia .
trung tam ky thuat clia cac nha cung cap DICH VY DICH VY
dich vu MSSP, hoat déng 24/7 cing véi doi ANM CHO bUGC CUNG
ngl chuyén gia chuyén nghiép dé thuc THUE NGOAI CAP THOfNG
hién moét phan hay toan bd hoat déng ddm QUA CAC
bdo an ninh mang thay cho khach hang. TRUNG TAM

SOC

MOT PHAN
HOAC
TOAN BO

16 | San pham & Dich vu



VINCSS - PENTEST®
DANH GIA AN NINH MANG

VinCSS cung céap dich vy danh gia ANM
déi vai tat cad cac thanh phan trong hé
théng CNTT/ SCADA/IOT (phu hop véi
cac bd tiéu chuan ting nganh va khung
ANM phd bién trén thé gidi) va dua ra
bao céo chi tiét vé nhitng diém yéu, 16
héng bao méat phat hién dugc.

MUrc dé nguy hiém cutia cac 16 héng ducc
VinCSS danh gia dya trén nhiéu yéu to,
bao gém ca yéu t6 ky thuat, kha nang
khai thac va tac dong dén hoat déng
kinh doanh, dac thu cla t& chirc nham
dua ra két qua danh gia va bién phap
khac phuc, kién toan phu hop nhat vai
thuc té cla té chuec.

-

fin
il

GRAY BOX

Thuc hién danh gia
vdi chi mét s6 théng
tin ndi bo vé hé thong

(m6 ta kién truc, luéng
hoat déng, API spec...)

BLACK BOX WHITE BOX

Thuc hién danh gia khi
dugc cung cap moi
théng tin vé hé théng,
danh gia ma nguén

Thuc hién danh gia tu
bén ngoai, khéng co

goaieuilg PENTEST
Nl

DANH GIA VA BAO CAO CHI TIET VE CAC DIEM YEU, LO HONG BAO MAT

TU VAN KHAC PHUC VA HOAN THIEN HE THONG CNTT/SCADA/IOT

San pham & Dich vu | 17



DANH GIA ANM

CHU PONG VA LIEN TUC

CHU DONG
SAN TiM

LO HONG @

THREAT @ MO PHONG

TAN CONG

HUNTING APT

NGHIEN CUU @

MA KHAI THAC

PHAT HIEN TAN
CONG DUA VAO TRI

THUC ANM

18 | San pham & Dich vu

VINCSS - THREAT HUNTING®
SAN LUNG MOI NGUY

VinCSS-Threat Hunting® la dich vu cht dong san tim
cac méi de doa mang, dau hiéu cla su xam nhap, 16 lot
dir liéu trong cac hé thong CNTT/SCADA/IoT cuia té churc.
Cac chuyén gia Threat Hunting chd déng phat hién va
canh bao sém nhiéu méi nguy bdo mat bi bd sot, tur do
gidm thiéu t6i da cac nguy cc bado mat cho té churc.

CHU BPONG SAN TiM MOI NGUY 24/7




VINCSS - THREAT INTELLIGENCE®
TRI THUC AN NINH MANG

PHAT HIEN CANH BAO

Phat hién théng tin xu, Phat hién, canh béo 16
thong tin doc hai lot di liéu

PHAN TicH BAO CAO

Phan tich dit liéu thu Dua ra cac bao cao
théap tlr céc hé théng an ninh mang

THU THAP TIN TUC

Thu thap dit liéu thoi Tin tre an ninh mang
gian thuc tir nhiéu cap nhat
ngudn khac nhau

N Na

Cyber

fin
11|

o

Threat Intelligence la hoat déng thu thap va
phan tich théng tin vé cac méi nguy ANM
clia mét té churc. Threat Intelligence déng
thai Ia mét bién phap bdo vé chi dong
nhdm muc dich cung cap cho t6 chuc su
hiéu biét sau sac vé cac méi de doa.

Véi dir liéu dugce thu thap theo thdi gian
thuc tir nhiéu nguén khac nhau, Threat
Intelligence cung cép cho té chic mét buc
tranh toan canh dugc cap nhat kip thdai,
lién tuc vé cac méi de doa mang co thé tac
déng dén té chuc.

HIEU BIET SAU VE CAC MOI NGUY

San pham & Dich vu | 19



VINCSS - DEFENSE & RESPONSE® N
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BAO VE VA PHAN UNG NHANH Cpber Securiy Services
0 ) ?
(0]
PHAT HIEN UNG PHO NGAN CHAN DU DPOAN
Giam sat lién tuc & toan dién Phan tng nhanh su c6 Phong vé chu déng Du doan lién tuc moi
Xau chubi & phat hién diéu tra, xu ly triét dé bédo vé dit liéu de doa phan tich va
suco quan trong dénh gia rdi ro

Bao vé toan dién hé thong CNTT/SCADA/ Phan (ng nhanh thong qua cac workflow/

loT cuia t6 chirc dua trén hoat dong khdo  playbook da dugc tuy bién riéng cho to BAO VE HE THONG THEO
sat, danh gia chi tiét hién trang, sau d4  chuc cling nhu dugc chuén hoéa trudc doi KIEN TI;lUC.: PHONG VE
trién khai cac bié'n phap ph(‘)ng vé chu v3i cac sy c6 ANM, tap trung vao muc MANG HIEN DA i
déng phu hgp nhéat vai nguén luc cua té tiéu bado vé da dudgc dinh nghia trudc cua : : i

chuc, hudng tdi kién truc phong vé mang  té chuc, giup giam 1én t&i 60% thdi gian :

hién dai (Ia kién tric phong vé clia VinCSS  (ing pho so véi cac phuaong thirc phan ung PHAT HIEN SY CO SOM
da nghién clru va phat trién chéng lai cdc  truyén théng. Néu str dung két hgp véi dich NHAT, UNG PHO NHANH
cudc tan céng co chu dich APT, vai muc  vu gidm sat ANM chu déng, lién tuc cla NHAT, THIET HAI

tiéu ngan chan cac nhém APT dat dugc VinCSS sé& gidm thiéu thdi gian phat hién THAP NHA:I'. '

muc dich sau cung va bo vé thanh cong cac vu tan céng, xam nhap ti dé rat ngan

di liéu quan trong cua té chuc). hon nira thai gian Ung pho, 1én t&i 90%.

20 | San pham & Dich vu



VINCSS - CYBER SECURITY TRAINING® {
PAO TAO VA PHAT TRIEN "

1 |
{in
i

il

(=]

VinCSS cung céap cac khoa dao tao nhdm nang
cao nhan thiuc clia ngudi dung cuéi va trang bi
kién thirc chuyén mén cho doi ngl lam céng tac
dam bdo ANM, dap Ung céac tiéu chuan cua Viét
Nam va quéc té. Cac khda dao tao dugc thuc
hién bdi doi ngl giang vién la cac chuyén gia
ANM hang dau cla Viét Nam va quoc té, truyén - |

tai t&i hoc vién théng qua nhiéu hinh thuc nhu

dao tao truc tuyén, dao tao tap trung giup
hoc vién dé dang lua chon va tham gia theo
céach thuan tién va hiéu qua nhat. Bén canh do,
VinCSS ciing lién tuc cap nhat tai liéu, ndi dung
dé dam bao hoc vién dugc tiép can nhiing théng
tin m&i nhéat, phu hgp véi dinh hudng va chinh
sach ANM cua té churc.

NANG CAO NHAN THUC CUA TRANG B| KIEN THUC CHUYEN MON CHO

NGUGI DUNG CUOI DOI NGU NHAN SU AN NINH MANG

San pham & Dich vu | 21
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A Member of the

FIDO Alliance VlNCSS F|D02® ECOSYSTEM

»  Khoa xac thuc manh VinCSS FIDO2® Touch 1

»  Khoa xac thuc manh VinCSS FIDO2® Fingerprint
»  VIinCSS FIDO2® Server Enterprise

+  VinCSS FIDO2® CLOUD

«  SDK/PLUGIN/LIBRARY/UTILITIES

+  VinCSS FIDO2® OVPN

«  Céc dich vu xac thuc manh chuan FIDO2

&

Microsoft

Identity Partner

Speciallzed
Products

ol !

VINCSS FIDO2°
ECOSYSTEM

SDK/Plugin/Library
Utilities

2‘5’(&» Recommended by
. Microsoft

NS

FIDO2 Certified

Quan ly dinh danh va Truy cép | 23



KHOA XAC THUC MANH { _—
VINCSS FIDO2® TOUCH 1 N

«  Chéng phishing toan dién.
«  H6 trg dang nhap khéng phu thudc mat khau.

+ L& san phdm nam trong xu hudng I8n co kha nang thay
déi cudc chaoi trong phong vé an ninh mang hién dai.

Ngay 24/12/2019, VinCSS dat chung nhan
FIDO2 cho khoa xac thuc manh VinCSS

FIDO2® Authenticator Certificate

,; et 4
. fid Wertificate No.
X el
a ido 85 rioozsgaaioizaaior |\
I December 24%, 2019 | | &
&% #®
3

24| Quan ly dinh danh va Truy cap



KHUYEN NGHI SUDUNG
VINCSS FIDO2® TOUCH 1
TREN MICROSOFT AZURE
ACTIVE DIRECTORY

‘ ‘ Viéc VinCSS gan day dudc Microsoft ghi
nhan cung vdi viéc lién tuc dat dugc nhiéu
chirng chi FIDO2 trong ndm nay la mét dau
hiéu nira cho thay su tang cudng hién ditén
cong nghé va uy tin ctia Viét Nam trén trudng
quéc té. Viéc dugc ‘ga khéng 16’ Microsoft
Iua chon cho thay su tu tin & cap dd thé gidi
vé kha nang clia VinCSS trong viéc dap ung
cac khach hang va thij trudng khat khe nhat. ; ;

B IC

VinCSS FIDO2 authenticator with biometric
option recommended by Microsoft
O vecr2 2ag vy

CATEGORIES  Actess

BIOMETRICS RESEARCH GROUP

Té chuc cung cép dich vu nghién cuu thi trudng va tu vén
cho nganh céng nghiép sinh trac hoc thé gidi, da ghi nhén su
vuon Ién manh mé cda VinCSS trong nédm 2020.

Quan ly dinh danh va Truy cap | 25




KHOA XAC THUC MANH { S
VINCSS FIDO2® FINGERPRINT Neoe

«  Chéng phishing toan dién.
«  H6 trg dang nhap khéng phu thudc mat khau.

«  Céng nghé sinh trdc hoc nhan dién van tay/Két noi
Bluetooth/ NFC.

«  Phu kién gia d& dién thoai di kém dudgc tich hgp vdi
khoa, nhdm gan khoa truc ti€p Ién mat sau dién thoai.

~s -—-—--—-44-‘3:‘ ¥k

: * Certification

tn recegen of ingroun’s achimvament of FIDOI® Cantification

Ngay 08/12/2020, VinCSS dat chiing nhan
FIDO2 cho khoa xac thuc manh VinCS$S

FIDO2°® Fingerprint Certificate

26 | Quan ly dinh danh va Truy cap



MAY CHU
VINCSS FIDO2® SERVER ENTERPRISE

VinCSS da nghién cuu phat trién May ch FIDO2
dé dadm bao an toan, sir dung cac giao thuc FIDO2
cung cap kha nang xac thuc manh mé.

Ung dung c6 thé tich hap xac thuc khdéng

mat khau vai nén tang VinCSS FIDO2® Server
Enterprise théng qua cac chuan tich hop xac
thuc phd bién nhat hién nay bao gom: OAuth2,
OpenlD Connect va SAML2.

Hé théng cung cap giao dich diéu khién tap trung
quan ly khda xac thuc.

Quan ly dinh danh va Truy cap | 27




7 .
$ITE

https://passwordless.vincss.net/fido2cloud/

28 | Quan ly dinh danh va Truy cap

noss

Cyber Security Sei =

VINCSS FIDO2® CLOUD

Giai phap quan trong hoat dong trong nén tang chia
sé (SaaS)

Phu hgp trién khai xac thuc tap trung cho doanh
nghiép vua va nhd

VGi may chi VinCSS FIDO2 OAUTH2/FIDO2 cung vdi
quan ly giao dién ngudi dung (GUI) cho phép céac
doanh nghiép vira va nho tich hop va chuyén déi cac
Ung dung cla ho sang mdi trudng xac thuc khong
méat khau manh mé.



SDK/PLUGIN/LIBRARY/UTILITIES

SDK

Cung cép cac céng cu can thiét cho cac nha
phat trién dé nang cap cac uing dung ctia ho
ho trg xac thuc khdng mat khau.

PLUGIN

Cac goi nhd san sang cho viéc chuyén déi cac
'ng dung sang xac thuc khéng mat khau.

SDK/PLUGIN/LIBRARY

R&t can thiét cho qua trinh chuyén déi sé, cho
phép bat ky (ng dung ké thira nao chuyén
déi sang xac thuc manh theo chuén FIDO2.

Céc dich vu tién ich theo tiéu chuén
FIDO2: OpenVPN, Gitlab, Jira...

Quan ly dinh danh va Truy cap | 29



VINCSS OVPN CLIENT N S

Cyber Security Services
+  Loai bd cac cubc tan céng Iira ddo nham vao ngudi lam viéc tir
xa va dam bao nang suét cao
«  OVPN véi may chu OAUTH2 va may chu FIDO2 dugc ching
nhan FIDO2 ddm bao trai nghiém xac thuc an toan va manh mé

M ADCCS Ecomputen Login

Vit Sty
Making sure it's you

e SN 1110 g e VDCESOET

€ Program filee JBFAVRCSS VSN
intasn ‘which & a8 urmeefios apo.

frem
JCSS CHIPH Clks

Please enter your security key PIN.

Making sure it's vou

Feawmsgnimto  Awncssnet

Touch your security key.

=

30| Quan ly dinh danh va Truy cap



CAC DICH VU CHUYEN pol SANG ¥,
XAC THUC KHONG MAT G

(i

{n

TU VAN
@ Céc phuong an toi uu nhat vé xac

thuc manh theo chuan FIDO2
trong doanh nghiép.

LAP KE HOACH CHIEN LUGC

V&i cac bé phan lién quan dé trién khai
quan ly dinh danh va truy cap (IAM).

THUC HIEN

Trién khai va tich hgp xac thuc manh vao
céc thiét bi va ca s& ha tang.

@ KHAC
Cac dich vu hé trg khac.

Quan ly dinh danh va Truy cép | 31




VINCSS loT FDO

[
F Do . Identity and access
! management

Cyber Security Sercices
f e b\t e\t e b s ) ) s e ) s s 4 e et el e s d e s e el e e 4 el e e b e s
(e ] \
Device authentication Secure software and Secure Publle':(Kely Il:;rrastlrucmre \
and management firmware update communications (PKI) lifecycle ~
management I
I
i
[ ——— X
Data encryption and Intrusion detection Distributed Denial of !
\okaniaton systominrusion Service (DDoS) loT Gateway:
prevention system protection ’-
Tk e s mm  wm l mm e s o e e e e e o M A W s M e W R R S M R M A M s M b M M 4 M e M e W e M e e M e d M M M e e s e e e s e e s e s s e s e e b 74 &
e
Others (virtual firewall
Security analytics and incident response
system)
DEVICE READY
CONECTTO IN SERVICE

“FIDO Device Onboarding
gilp don gidn hoa va bao
mat viéc quan ly va van hanh
cac thiét bi loT.

Giai phap dugc trién khai dé
dang va linh hoat.”

32| Quan ly dinh danh va Truy cap
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TIEN PHONG CUNG CAP GIAI PHAP _ cos
XAC THUC MANH AN TOAN BAC NHAT

FROST & SULLIVAN

“VinCSS - 2022 Southeast Asia
Passwordless Authentication Enabling
Technology Leadership Award”

BEST PRACTICES AWARD

VInCSS - 2022 Southeast Asia

F R O S T @r S U L L I V A N Passwordless Authentication Enabling

Technology Leadership Award

.
R ‘
34 | Thanh tigh ndi bat — = - — N



DOINGU CHUYEN GIA

CHAT LUONG CAO

GIAC Continuous
Monitoring Certification

GIAC Certified Windows
Security Administrator

GCPN
GIAC Cloud Penetration
Tester

GREM

GIAC Reverse Engineering
Malware

J

GCDA
GIAC Certified Detection
Analys

GCFA
GIAC Certified Forensic
Analyst

GSNA

GIAC System and Network
Auditor

J

GWAPT
GIAC Web Application Pene-
tration Tester

J

GCSA
GIAC Cloud Security Auto-
mation

Quy tu déi ngl chuyén gia hang dau Viét Nam va khéng ngliing dao
tao, rén luyén dé dat trinh do va déng cap ngang tam thé gidi.

GPYC

GIAC Python Coder

GCIA
GIAC Certified Intrusion An-
alyst

J

CHUNG CHi SANS

VinCSS la céng ty tap hop nhiéu

chirng chi SANS nhat tai Viét Nam
ca vé s6 lugng 1an loai chirng chi.

GICSP
Global Industrial Cyber
Security Professional

GSEC

GIAC Security Essentials
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ALLIANCE Passwordless & IAM Services

FIDO

CERTIFIED
PROFESSIONAL

“The Ist in Vietham”

fico nc== —

fido Mr. PHAM TRUNG ANH
DQODJCT MA—NAGEQ
VINCSS JSC

Ong Pham Trung Anh, Trudng phong San pham, da xuat sac dugc Lién minh Xac thuc truc tuyén thé gigi
(FIDO Alliance) cap Ching nhan Chuyén gia Xac thuc manh (FIDO Certified Professional - FCP). Cho dén

nay trén thé gidi co rat it chuyén gia dugc cap FCP va éng Trung Anh la ngusi Viét Nam dau tién 1ay dugc
ching nhan nay.
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VINCSS - THANH VIEN Y £
CUA FIDO ALLIANCE —

der.vn/vingroup-affiliate-joins-fido-alliance-159

‘ThelLEADER

THE DUSINESS LEADERS FORUM

Sponsor Level Members

ﬁ NEWS BUSINESS LEADER TALK REAL ESTATE LIFES)

— 2. ¥ B3

Vi ffiliate joins FIDO Alli
DNP (@ cboy srmi oo ingroup affiliate joins iance

By Tuan Hai

TheLEADER VinCSS LLC, a cybersecurity startup under Vietnam's largest private
conglomerate Vingroup announced it has joined the FIDO Alliance, VinCSS provides robust
Oty G v Ry e GADDIX solutions for strong authentication by leveraging open authentication standards that
eliminate the reliance on passwords enable secured utilization of FIDO2 standard.

SON Y & -
L= | GTREN mus!mtx v , The exponential growth of threats on cyberspace has disrupted systems which utilize
password-based authentication, resulting in hassles for users and burden on organizations
since the maintaining cost is substantial and associated risk exceedingly greal

& e verizon’ | z== .;_%:" m QOne method was to deploy two factor authentication using OTP {one-time passwords)
however it can only partially solve the issue at hand and has been defeated multiple times
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pOI TAC BDINH DANH CUA MICROSOFT

VinCSS clung véi Yubico (Cong ty I6n
nhat thé gisi vé san xuat khoa xac thuc
manh theo tiéu chuan FIDO2) tré thanh
HAI TRONG SO NAM &I TAC PINH
DANH CUA MICROSOFT nam 2020.

B Microsoft

Enabling the move to passwordless

Weak passwords are a vulnerable attack vector for bad actors, which is why we are such strong advocates of passwordless
technologies. According to Forrester, passwordless technology is top security trend that customers are evaluating to ensure
secure yet easy to use experiences. To help customers adopt passwordless methods, including FIDO2 security keys, we've
worked with hardware partners like Yubico to pilot a program to accelerate deployment of passwordless solutions through our

services partners,

Yubico Passwordless Pilot Program
Services partners like System Integrators are an important catalyst to help customers accelerate their passwordless

deployment. That's why we've partnered with Yubico to provide services partners the ability to nominate their customers to pilot
YubiKeys. Services partners can leverage our joint pilot program and receive 25 YubiKeys to deploy with customers. Here's what
one partner, Metsys, who has participated in the pilot program and deployed YubiKeys for Groupe Bel had to say:

“The passwordless campaign run by Microsoft and Yubico is the opportunity to show our customers the benefits of the
YubiKeys in the Microsoft envirenment: a simplified user experience for a maximum level of security"- Laurent Cayatte,
President of Metsys

New FIDO2 security keys from VinCSS

We are always seeking new partnerships with FIDO2 security key vendors who enhance our ability to provide customers with
password|ess authentication options. We've recently added VinCSS, the cybersecurity affiliate of VinGroup in Vietnam, to our list
of FIDO2 security key vendors that are compatible with our passwordless experience. With this latest addition, customers in
Vietnam and Asia Pacific have another FIDO2 solution to go passwordless.
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THONG TIN LIEN HE

TRU SG CHINH:

Tang 20A, Vincom Dong Khdi, 45A Ly Tu Trong,
P. B&n Nghé, Quan 1, TP. HCM, Viét Nam.

VAN PHONG HA NOI:
Can biét thu No 1 Sunrise E - Khu d6 thi The

Manor Central Park, dusng Nguyén Xién, phudng CONG TY CO PHAN DICH VU AN NINH MANG VINCSS
DPai Kim, quan Hoang Mai, Ha Nai, Viét Nam.

& www.vincss.net

& sales@vincss.net









