Hudng dan strdung
khoa bao mat
VinCSS FID0O2° Touch 1



m Gigi thiéu

Khéa bao mat VinCSS FIDO2® Touch 1 1a khda xac
thuc da dugc chiing nhan FIDO2. FIDO2 cung cap
phuong thirc xac thuc khong can mat khau dé xac
thuc ngudi dung va gidi quyét cac van dé lién quan
dén su bao mat, su thuan tién, quyén riéng tu va
khad nang ma rong ma mat khau khong lam duoc.
S6 lugng tai khodn co thé ddng ky vai khoa bao
mat VinCSS FIDO2® Touch 1 la khong gidi han
trong trudng hop dung khod dé xac thuc hai I6p,
va gidi han 50 tai khodn trong trudng hop dung
khoa dé xac thuc khong mat khau.

Khod bao mat VinCSS FIDO2® Touch 1 khong phaila
USB luu trir nén khong cé nguy ca lay nhiém ma déc.
Khda bao mat chi cé chic nang xac thuc cho ngudi
dung, khong luu trir thém bat ky thong tin nao khac,
dam bdo tinh riéng tu.

Khod bdo méat VinCSS FIDO2® Touch 1 yéu cau
ngudi dung tuong tac truc tiép vao khod nén
khong thé bi tdn cdng tir xa, khod dp dung chuan
FIDO2 nén bao vé ngudi dung khoi cac cudc tan
cobng Itra dao (phishing) trén internet, tan cong xen
gitra (man-in-the-middle attack), tdn cong sao chép
thong tin bi mat (skimming)... Phan ciing khoa
dugc thiét ké dé bao vé cac dit liéu trong khda xac
thuc, ngan chan viéc cac dir liéu nay bi doc trom.



m SG do

Khéa bao mat VinCSS FIDO2° Touch 1

LED hién thi Cam bién xac thuc

trang thai

C6ng USB
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Khoa bao mat dang dugc
két ndi véi thiét bi, khong
trong qua trinh xtr ly va
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Ngudi dung tuong tac
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cau ngudi dung tuong tac
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B  Kétnéivai may tinh
Tién hanh két ndi truc tiép khod bdo mat VinCSS
FIDO2® Touch 1vao may tinh théng qua céng USB.

o
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% Két ndi khoa bao mat
o  Budc dau tién sau khi két néi khda bdo mat I thiét 1ap ma

PIN clia khda bao mat, co cac cdng cu hd trg co san coé thé
dugc sir dung dé thiét lap khoa bao mat dugc liét ké dudi day:

Trinh quén ly khoa bao
maét tich hgp trong
Windows

Trinh quan ly khoa bao
mat tich hgp trong
Chrome

- Thiét lap/thay d6i ma

(Chttc ndng| PIN ctia khda bao mat

- Dat lai khoa bao mat

- Thiét Iap/thay d8i ma PIN
clia khoa bao mat

- Dat lai khoa bao mat

- Quan ly dit liéu dang nhap

Thuc hién

“Cai dat”

=> “Tai khoadn”

=> “Tuy chon dang nhap”
=> “Khoa bao mat”

“Cai dat”
=> “Quyén riéng tu va bao
mat”

Luu y: Trong trudng hop quén mé PIN cua VinCSS FIDO2® Touch 1,

ngudi dung cé thé reset thiét bi, tuy nhién diéu nay sé khién
céc dich vy da dang ky trudc dé khéng thé xac thuc dugc.
Sau khi reset, thiét bj tré thanh khda bdo mat mdi, vi vay can
dang ky lai céc dich vu dé cé thé xéc thuc. Trong trudng hgp
nhap sai mé& PIN nhiéu Ian (trén 8 Ian) thi thiét bj sé bj khda
vinh vién, ngudi ding bat buéc phai reset dé c6 thé st dung
lai khda bdo mat VinCSS FIDO2® Touch 1 nhu mét thiét bi

mdi.




mm Bang chuyén dai hinh thirc két néi

Luu y: Vuilong cdp nhat lién tuc hé diéu hanh/ phan mém
mdi nhat dé dat dugc kha nang tuong thich téi da.



BANG CHUYEN POI HINH THUC KET NOI
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Google Chrome | MicrosoftEdge | Firefox

U2F FIDO2
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.’ macOS

HB trg phién ban
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Android 9.0 tréslén
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EDGE | Ho tro phién ban 93 trésléen X | Knonghé trg
FIREFOX | HG trg phién ban 92 tréslén U2F | Xac thuc da yéu té

SAFARI | HB tro phién ban 13 tré lén FIDO2 | Xac thyc khong mat khdu



BANG CHUYEN POI HINH THUC KET NOI

° Safari

U2F

FIDO2

usB
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.’ mac0S
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mMac0S 10.15 tré lén

@ ios
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CHROME | H5 trg phién ban 100.0.4896 tr len v
EDGE | Hb trg phién ban 93 tré len X
FIREFOX | HG trg phién ban 92 tr len U2F
FIDO2

SAFARI | Ho trg phién ban 13 trg len

Hé trg

Khéng hé trg

Xac thuc da yéu té

Xac thyc khong mét khau



CHUAN BI KHOA BAO MAT
VGI CAC DICH VU WEB

Budc dau tién clia viéc sir dung xac thuc FIDO la dang ky khoa
b&o mat cho tai khoan cuia ban. D& dang ky khoa bao mat cho
tai khoan cuia ban, vui long lam theo cac budc dudi day:

Budc 1: Bang nhap tai khoan nhu binh thudng vai may tinh va
trinh duyét dugc hd trg WebAuthn.

Budc 2: Truy cap phan cai dat tai khoan - phuong thuc dang
nhap — Thém khoa bao mat.

Budc 3: Két ndi khda bao mat vdi thiét bi thdng qua céng USB,
va thuc hién theo céc théng bao hudng dan dugc hién thi trén
man hinh.

Luu y: Tham khéo béng chuyén déi hinh thiic két n6i bén trén dé
Ia chon phul hgp nhat vdi thiét bi cta ban.

Budc 4: Cham vao phan cadm bién dé chiing minh sy hién dién
clia ngudi dung khi dén bao xac thuc nhap nhay. Qua trinh
dang ky sé& dugc hoan tat trong giy lat.

XAC THYC KHOA BAO MAT
VGI CAC DICH VU WEB

Sau khi dang ky, ngudi dung cé thé dang nhap tai khoan ctia minh
bang hinh thirc xac thuc khéng mat khau hoéc cac budc xac thuc
tai khoan khac.

o  DG&ivdi hinh thic xac thuc khéng mat khau, ngudi dung co
thé nhap vao "DPang nhap véi khoa bao mat" trong clra s6 dang
nhap, sau dé lam theo hudng dan xac thuc dugc hién thj trén man
hinh.

o D&ivdi hinh thirc xac thuc hai budc, ngudi dung phai nhap
x&c thyc bang tén ngusi diing va mat khau nhu binh thudng, sau
do cira s6 xac minh hai budc sé bat 1én, ngudi dung lam theo
hudng dan dugc hién thj trén man hinh dé hoan tat xac thuc.



B Cau hodi thudng gadp

Q:

A

Phai lam gi khi bi mat khéa bao mat VinCSS FIDO2°®
Touch 1?

Trong trudng hop bi mat khoa bao méat VinCSS FIDO2©
Touch 1, ban cé thé dung cac phuong thirc du phong da
dang ky trong qua trinh cai dat dang ky dung khoa lan
dau dé dang nhap vao tai khoan, va huy lién két véi khoa
da bi mat. Cac phuong thirc dy phong cé thé la ma khéi
phuc dung mét 1an, SMS OTP hodc cac Ung dung
Authenticator trén thiét bj di dong.

Trudng hdp bi mat khoa xac thyc VinCSS FIDO2®
Touch 1, ngudi dung cé bi mat tai khoan khéng?
Khi bj mét khoéa bado mat VinCSS FIDO2® Touch 1thi
ngudi dung s& khong bi mat tai khoan, vi trén khoa
bao mat VinCSS FIDO2® Touch 1 khéng chuta toan bo
théng tin can thiét cho viéc dang nhap.

Hién nay cé cac dich vu nao hé trg xac thuc bang
khoéa VinCSS FIDO2® Touch 1?

Hau hét cac dich vu truc tuyén hién nay déu hd trg

xac thuc bang khoa xac thyc VinCSS FIDO2® Touch 1,

vi du:

. Tai khoan Microsoft (Outlook, Office, Skype,
OneDrive, Xbox Live, Bing...)

. Tai khoadn Google (Drive, Google Cloud,
Hangout, Gmail, Play, YouTube...)

. AWS Web Service

. Facebook
. GitHub

. Dropbox

. Salesforce
. Gitlab

. Jira



B Cau hoi thudng gdp

Q:

Khi t6i dung khéa xac thuc VinCSS FIDO2® Touch 1
c6 tang nguy cd lay nhiém ma doc (malware) giita
cac may tinh khéng, vi téi thudng xuyén cam khéa
VinCSS FIDO2® Touch 1 tir nhiéu may tinh khac
nhau?

Khéng, vi VinCSS FIDO2® Touch 1 khdng phai la USB
luu trif nén khéng co nguy cd lay nhiém ma doc.

Khach hang mua san pham VinCSS FIDO2° Touch 1
sé dudc bao hanh & dau?

Khach hang mua khoa bao mét VinCSS FIDO2® Touch
1¢é thé guii bdo hanh s&n pham théng qua dai ly phan
phéi, hodc gl bdo hanh truc tiép tai trung tam
VinCSS tai Ha N&i va Thanh phd H6 Chi Minh.

Dung khda VinCSS FIDO2® Touch 1 cé anh hudng
dén chinh sach phai d8i mat khau trong vong 90
ngay dang ap dung hau hét tai cac céng ty hién nay
khong?

Khoa xac thuc VinCSS FIDO2® Touch 1 dugc thiét ké
khong két ndi véi dich vu luu trir mat khau tap trung,
nén chinh sach d6i mat khau khéng &nh hudng dén
khoéa VinCSS FIDO2® Touch 1.



m THONG SO KY THUAT

Khéa bao mat VinCSS FIDO2°® Touch 1

(" . B R
THONG TIN CHI TIET
Tén s&n phdm VinCSS FIDO2° Touch 1
Chudn USB USB Type-A
Thugt toén mé hod ECC p256

Hé diéu hanh hé trg

Windows, macOS, Linux, Android,
oS

Tiéu chudn xéc thyc

Chiing chi

Xéc thuc khéng mat khdu, xac
thuye 2 yéu 16, xac thyc manh da
yéu 15

FIDO2® Certified

Giao thic hd trg

Trinh duyét hé trg

WebAuthn, FIDO2 CTAP1, FIDO2
CTAP2, Xac thuyc 2 yéu t6 (U2F)

Google Chrome, Moxilla Firefox,
Apple Safari, Microsoft Edge,
Microsoft Edge Chromium

$8 lugng t&i khodn cé
thé luu trix

50




m THONG SO KY THUAT

Khéa bao mat VinCSS FIDO2°® Touch 1

-

THONG TIN

CHITIET

~

CPU

32-bit ARM® Cortex™-M4

Pén béo hiéu

Théng s6 bdo vé

RGB Led

Chéng tinh dién 15kV qua khéng
khi, 8kV qua ti€p xic

Trong luong

Vét liéu sir dung

15gr

Kim logi mg Anode mau chéng
oxy héa, ndp nhya

Kich thuéc san phdm

Nhiét dé hoat déng

48.3 x 12.5x4.9 mm

0°C dén 55°C

Méu séc

Nguén dién st dung

Den, dd, vang

SV/1A

Xuét x{

Viét Nam




D& biét thém thong tin, vui long lién hé sales@vincss.net,
Hoéac nha cung cép dich vu cla ban.
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Trusted Cybersecurity Pioneer

VinCSsS - A member of FIDO ALLIANCE

The FIDO Alliance is an open industry association with a focused
mission: Authentication standards to help reduce the world's

ALLIANCE over-reliance on passwords

CONG TY C3 PHAN DICH VI AN NINH MANG VINCSS

- Téng 20A, Vincom Center

45A Ly Ty Trong. phudng B&n Nghé, quan 1, TPHCM




